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Abstract 
Regulatory sampling programmes have a fairly small chance of detecting contamination events in the drinking water distribution 
network. Sensors have the ability to measure more frequently and recent advancements in microbial sensor technology allow for 
faster detection. Using a hydraulic model of an actual network it is shown that even small sensor networks have a far better 
chance of detecting contamination events than regulatory sampling programmes. This allows for more effective response 
strategies by drinking water companies, thereby reducing the health risk of potential faecal contaminations.  
© 2015 The Authors. Published by Elsevier Ltd. 
Peer-review under responsibility of the Scientific Committee of CCWI 2015. 
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1. Introduction 
In the literature many outbreaks of illnesses related to faecal contaminations have been reported [1-5]. 
Waterborne outbreaks are not very common, but when they occur the effects can be quite severe [6]. The 
microbiological safety of drinking water depends on the effective treatment of raw water and the prevention of 
faecal contamination of the drinking water during transport, distribution and storage [7-9]. In the Netherlands 
drinking water is distributed without a residual disinfectant. The prevention of contamination is based on: (i) 
maintaining an overpressure in the distribution system, (ii) preventing leaks and bad connections, and (iii) 
complying to hygienic codes for working during repairs. 
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Besides all prevention measures, we also need an adequate detection of contamination incidents. The current 
system of monitoring microbiological safety is based on regulatory sampling programmes (Dutch drinking water 
law, 2011) and designed to monitor the continuous quality of drinking water. They are not designed and are 
therefore not necessarily suitable for the detection of contamination events in the distribution network.  In fact, 
studies [7, 8] for the city of Almelo showed that these regulatory sampling programmes have a fairly small 
likelihood of detecting contamination events. 
One obvious cause is the limited measurement frequency these sampling programmes offer [10, 11]. However, 
Hanninen [12] showed that even frequent sampling during reported outbreaks is not a guarantee for detection, 
because of the incubation time of illness (by the time illness is reported, the source of the contamination may no 
longer be measurable) and because of the limited size of samples. Hanninen [12] found that increasing the volume 
and frequency of sampling increased the detection likelihood. Kardinaal et al. [13] proposed that frequency of 
sampling at strategic locations in the network is more important than volume and performed experiments with a 
continuous sample-measurement at the tap.  
An alternative to sampling programmes is the use of sensor networks. Besides the advantage of measurement 
frequency, recent developments in microbial sensor technology allow for faster detection of contaminations. For 
example, BACTcontrol [14] is a near real time system for the detection of E. coli in water samples based on the 
detection of enzyme activity. This allows for a detection of E. coli within 3 hours instead of the usual 24 hours for 
laboratory analyses. Generic sensors such as the Optiqua/Eventlab sensor are capable of real-time detection of 
changes in water quality associated with e.g. faecal contaminations, but not of distinguishing or identifying them 
[14, 15].  
Because of the low detection likelihood of regulatory sampling programmes and the fast developments in sensor 
technologies, there is a need to assess how water utilities can use this newly available information to reduce health 
risks for consumers. This requires the evaluation of the detection likelihoods of contamination events with the 
regular sampling programmes and a quantitative assessment of the potential added value of newly available (semi-) 
continuous sensor networks.  
In this study we focus on contamination incidents in the distribution network as production sites are monitored 
differently and contamination incidents at production invariably affect the entire network. We used the hydraulic 
model for the Vitens Drinking water distribution network (DWDN) with realistic demand patterns to evaluate the 
(improved) sensitivity offered by sensor networks over the conventional water (bio)quality monitoring strategy. We 
also evaluated the effects of optimal sensor placement strategies from the viewpoint of event detection probability. 
Most of the studies in sensor placement strategies [16] use standardized or small networks with limited simulation 




2.1. Study area: the Vitens Innovation Playground (VIP) 
The study is performed on the EPANET model of the distribution network of the city of Leeuwarden and 
Noordburgum, located in the north of The Netherlands. The network is located in the Vitens Innovation Playground 
(VIP), an area in which Vitens collaborates with knowledge institutes, other water companies and industry to study 
innovations for intelligent drinking water management. The playground is unique in its size of 600 km2. 
Leeuwarden is a city of around 110,000 inhabitants. The model consists of about 22,000 nodes, of which around 
9800 have demand. This demand was tuned to fit the measured demand of the inhabitants of Leeuwarden in a 
typical week as deducted from a water balance of the system. Each consumer was assumed to have a similar demand 
pattern.  
The network is supplied through 2 main pumpstations (Noordburgum and Wirdum through a booster station). All 
pipes between production sites and connection pipes are in the model including actual diameters, lengths and 
materials. The pipes have a combined length of around 560 km and diameters vary between 400 and 800 mm for the 
main transport links to between 40 and 200 mm in the distribution system. Residence times are on average around 2 
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days or less, but can go up to a week in the periphery of the network. Standard model runs in this study are 1 week, 
where contaminations are applied on day 2. This means that in most of the simulations, the contaminant has left the 
system by the end of the simulation. 
2.2. Contaminations 
To calculate detection likelihoods of sampling programmes or sensor networks we generated 1600 contamination 
events. We assume that the most likely cause for E.coli incidents in the distribution network is the occurrence of 
contaminations after repairs. We therefore use standard contaminations in the simulations which have a source 
duration of 2 hours and consist of a constant concentration during that time of 108 E. coli per liter [18-20] for all 
water passing the contaminated node. Since not much is known about how much E. coli actually enters the system 
during a contamination we use this type of contamination as reference and perform sensitivity analyses to the effect 
of timing and severity.  
The locations of contaminations were based on the likelihood of failure occurrence, Table 1. The timing of the 
modeled contaminations was related to the timing of the re-opening of valves after unplanned repairs. 
Table 1 Frequencies per km per year for the different diameter ranges and materials in the distribution network. Source: USTORE data 2011 for 
all available Dutch water companies, exported October 2014. 
Diameter [mm] Frequency of failures (#/(km.year)) 
PVC CI AC 
0-49 0.017 0 0 
50-99 0.032 0.123 0.075 
100-159 0.025 0.049 0.079 
160-249 0.032 0.043 0.101 
250-399 0.034 0.015 0.040 
400-599 0,012 0,006 0,006 
600-799 0 0 0 
800-1500 0 0,055 0 
 
2.3. Configurations of sampling programmes 
It should be noted that the calculated detection likelihoods depend very much on the sampling strategy. In this 
study we assumed that the configuration of the sampling programmes depends on the number of sampling locations 
and demand in the hydraulic model. To calculate detection likelihoods theoretical sampling programmes were 
generated with the following assumptions: (i) locations in a programme are visited once a year with no preference 
for working or weekend days, or holidays, and (ii) only locations with demand were selected and the higher the 
demand, the more likelihood for selection as a sampling location. In addition to the theoretical sampling 
programmes, we also used the programmes of Vitens in the years 2009 to 2013.  
2.4. Configurations of sensor networks 
Van Thienen [17] performed a study to determine optimal locations for a set of 10 generic water quality sensors 
according to different criteria with a genetic algorithm. In this study we use 5 of these sensor configurations and 
compare their performance to the performance of sampling programmes. The 5 configurations are based on: 
 
x Maximizing the detection likelihoods; 
x Minimizing the time between the occurrence of the contamination and detection; 
x Maximizing the network coverage; 
x Maximizing the network coverage, but now with redundancy; 
x Maximizing the likelihood of being able to determine the source of the contamination. 
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In addition, we also used a sensor network consisting of 10 sensors based on the same approach as the sampling 
programme, i.e. according to demand. 
2.5. Calculation of detection likelihood 
The hydraulic model determines for each sampling location the concentration. A contamination is randomly 
drawn from the set of 1600 contaminations that were generated. For each sampling location it is determined if and 
when the concentration this modeled contamination is above the detection limit.  
ܦ௖ǡ௫௧ ൌ ൜ͳǡͲǡ ൠ  (1) 
Where x is a sampling location, t is time and c is contamination scenario. The actual detection limit of generic 
sensors is not yet well known. Therefore, the detection limit is taken as 10 E. coli/l for regular samples and 
continuous sensors (thereby assuming a hypothetical perfect sensor with the same accuracy as a laboratory), and 3 
E. coli/l for semi-continuous sensors (related to the reported detection limits of BACTcontrol). 
 
For each sampling location, the period in which a substance is detectable is combined with the likelihood of a 
visit during this time. This gives the likelihood that a contamination is detected at any given sampling location x. For 
the sampling programmes this likelihood is calculated as 
௫ܲ௖ ൌ σ ܦ௫௧௧ ή ௧ܲ   (2) 
Where 
௧ܲ ൌ  ஽ܲ௔௬ ή ுܲ௢௨௥    (3) 
is the likelihood of a visit at any day and any time. We assume that PDay=1/365, which means that all locations in 
a specific sampling programme are visited once in a year with each day having an equal likelihood of a visit. There 
is no distinction between working days and weekends or holidays. The hours during the day in which a sample may 
be taken are restricted to working hours, i.e. PHour = 1/8 between 8 am and 4 pm and 0 otherwhise.  
For the continuous sensors, the detection likelihoods at any given sampling location is only a function of 
detectability as the locations in the sensor configuration are visited 100% of the time (Pt=1).  
For the semi-continuous sensors, samples are taken 6 times a day at 00:00, 04:00, 08:00, 12:00, 16:00 and 20:00. 
We assume that these samples are taken within 5 minutes. In this case Pt = 1 at the times specified and 0 otherwhise.  
 
To determine the detection likelihoods of a contamination by the entire sampling programme with a detection by 
at least 1 sample or sensor, the detection likelihood Pc for a contamination c of all sampling or sensor locations is 
calculated as.  
௖ܲ ൌ ͳ െ ሺς ሺͳ െ ௫ܲ௖ሻ௫ ሻ   (4) 
Finally, to determine the total detection likelihood of any contamination, all the detection likelihoods of the 
individual contaminations are averaged. Convergence tests showed that around 200 contaminations are enough to 
obtain a converged (within 5%) value for the detection likelihood.  
ܲ ൌ  ଵே σ ௖ܲே௖ୀଵ    (5) 
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Figure 1 Box and whisker plots for the detection likelihoods for sampling programmes of various numbers of sampling 
locations per year. The box represents the 25th and 75th percentile, the centre line represents the median. The whiskers 
represents the minimum and maximum value and the red cross denotes the mean. The box and whisker plot for each 
number of sampling locations per year has been calculated with 10 calculated detection likelihoods each based on 1000 
contaminations. 
3. Results for the sampling programme 
3.1. Detection likelihood of sampling programmes 
Figure 1 shows box and whisker plots of the detection likelihoods for contaminations with 100 to 2500 sampling 
locations per year. The grey area shows the numbers of sampling locations used by the Vitens sampling programme 
in the years 2009-2013. Several conclusions can be drawn:  
 
x The more samples are taken each year, the higher the detection likelihood of isolated events becomes; 
x For the typical number of sampling locations a drinking water company visits each year in the regulatory 
programme, the detection likelihood is in the order of 10% or less; 
x The added value of a sample decreases when more and more samples are taken each year: if only 100 sampling 
locations are visited, 100 locations more means adding around 3% to the detection likelihoods. If 1000 sampling 
locations are visited, adding 100 locations means adding in the order of 1% to the likelihood detection.  
x It is very difficult to reach high detection likelihoods for even higher numbers of sampling locations. This is at 
least partly caused by the fact that samples are only taken during working hours on a typical day. 
 
When 200 samples are taken each year over 70% of the contaminations have a detection likelihood of 10% or 
less. Very few contaminations have a detection likelihoods over 50%. When 2500 samples are taken less than 50% 
of contaminations have a detection likelihood of 10% or less and more contaminations have a detection likelihood 
over 50% . Nevertheless, the majority of the contaminations still has a low detection likelihood. 
3.2. Sensitivity analysis 
Severity of contaminations 
 
To examine the influence of the severity of a contamination experiments were carried out with a concentration of 
104 E. coli per liter, instead of 108 E. coli per liter. The detection likelihoods are reduced from around 35% for 2500 
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samples per year to less than 10%. For the standard sampling programmes of around 200 locations a year for an area 
the city of Leeuwarden the detection likelihoods is reduced from 5-10% to less than 1%.  
Confirmation of detections 
 
Suppose a detection is only accepted if not 1, but 2 sample locations detect the contamination. This means that 
the detection likelihood is no longer calculated according to Equation (5), but  
௖ܲ ൌ ͳ െ ൫ς ሺͳ െ ௫ܲ௖ሻ ൅ σ ൫ ௑ܲ௖ ൈ ς ሺͳ െ ௑ܲ௖ሻ௑ǡ௫ב௑ ൯௑௫ ൯  (6) 
Where n is the total number of sampling locations. Equation (6) states that the detection likelihood of a 
contamination by at least 2 samples from the sampling programme is 1 minus the likelihood of no detection by any 
of the samples minus the detection likelihood by 1 sample and no detection by any other sample. This additional 
requirement for a confirmation by a second detection reduces the total detection likelihood from around 35% for 
2500 samples per year to around 22%. The detection likelihood for 200 samples per year decreases from 5-10% to 
around 1%, which is the number of samples per year corresponding to regulatory programs. 
In practice, confirmation of a detection is usually obtained by taking a repeat sample on the same location as soon 
as the measurement is available. This is within 24 hours of the original sample. The detection likelihood for this 
approach shows a similar reduction to 1-2% instead of 5-10% for the standard regulatory sampling programme size 
of 200 samples for an area the size of Leeuwarden. 
Time and location 
 
To illustrate the importance of timing of a contamination, we look at an example with 2 different contaminations 
in the same location. The starting time of both contaminations is 3 hours apart. This has 2 effects: 
 
x The direct time difference: since the samples are taken during only 8 hours a day, a difference in timing of 3 
hours has a significant effect.  
x The indirect time difference: difference in demand over the day cause a contamination to spread in a different 
way. 
 
 Figure 2 shows the modeled concentrations for both contaminations at a possible sampling location within an 
area of Leeuwarden (see inset). The concentrations look very different. Both contamination events can be measured 
during several hours in this specific location, but there is a difference in timing of maxima and in amplitude of the 
concentrations. The red and black bars show when the concentration is above the detection limit. The black 
contamination has a longer period in which the concentration is high enough to be detected. The blue bar indicates 
the times during which a sample may be taken (working hours). For these contaminations, this period does not 
coincide with the maximum concentrations. The black contamination has a longer period in which the contamination 
is detectable during working hours. If instead of a sample once a year, a sensor was measuring continuously at this 
location, both contaminations would have been easily detected. It is worthwhile to note that the 2 contaminations 
may not have the same absolute amount of E.coli entering the system as the demand at the contaminated node 
during the contamination determines the amount of water passing and thereby the amount of water which is 
contaminated. 
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Figure 2 Concentrations of E. coli/l as a function of time since the start of the simulation at the same sampling location 
in Leeuwarden (see inset) for 2 contamination events, both at the same location, but a few hours apart in timing. The 
bars show the periods in which the contaminations are detectable at this sampling locations. The blue bar shows the 
working hours during which a sample may be obtained. Only during periods where the blue bar coincides with the red 
and black bars the contamination may actually be detected. Clearly, the black contamination has a much larger detection 
likelihood than the red contamination.   
 
4. Results sensor networks 
4.1. Continuous sensors 
Figure 3 shows the box and whisker plots for the 5 optimized sensor configurations and the sensor network 
configuration based on demand. The detection likelihood of contamination events is clearly much higher for a 
network of only 10 continuously measuring sensors than for a sampling programme of several thousands of samples 
a year. This is in line with results [7] for a study in Almelo. The sensor network based on demand, similar to the 
sampling programmes performs worse (but still far better than a sampling programme of 10 sample locations), 
which indicates that it is worthwhile to optimize the sensor network in a smart way, keeping in mind the goal of the 
sensor network. This is in line with results from Van Thienen [17]. The detection likelihoods in Van Thienen [17] 
were around 40%  for the optimized networks which is slightly lower than in this study. This is most likely caused 
by assumptions in the nature and location of the contaminations. For example, a sensitivity test similar to the test in 
section 3.2, where instead of 108 E.coli per liter 104 E.coli per liter was used, gave detection likelihoods in the order 
of 20-40% instead of 50-65% for the optimized sensor networks.  
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Figure 3 Box and whisker plots of detection likelihoods of 200 contamination events for 10 sets of contaminations for 
optimized networks for detection likelihood, time to detection, network coverage with and without redundancy, source 
identifiability and demand. 
Figure 4 Box and whisker plots of detection likelihoods of 200 contamination events for 10 sets of contaminations for 
optimized networks for detection likelihood, time to detection, network coverage with and without redundancy, source 
identifiability and demand. 
 
4.2. Semi-continuous sensors 
The results for semi-continuous sensors are very similar to those for continuous sensors, Figure 4. The detection 
likelihoods are a few percent lower in some cases and the differences between the various sensor network 
configurations are a few percent larger. The semi-continuous sensors measure once every 4 hours, which is often 
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5. Discussion 
On average 0,2% of regulatory samples in The Netherlands contain a measurable amount of E.coli (based on the 
years 2003-2013). This means that with the calculated detection likelihoods as found in this study, there is a 
considerable likelihood that events are missed. The higher the detection likelihood, the less uncertain is the actual 
number of contaminations. For example, if the detection likelihood is 100%, the actual number of contaminations 
given 1 regulatory detection is 1 with little uncertainty. Whereas for a detection likelihood of 10%, the actual 
number of contaminations given 1 detection is most likely around 10, but could be just as easily be between 1 and 
40.  
The results in this study clearly show the added value of even small sensor networks over sampling programmes 
in the likelihood of detecting contamination events in the distribution network. The optimal sensor locations depend 
on the purpose of the measurements, but non-optimal sensor networks already outperform regulatory sampling 
programmes. The aim for drinking water companies is to minimize health risk which translates in a purpose as 
minimizing the number of people infected. This depends on event detection, but also on minimizing time to 
detection and source identification to allow for adequate and speedy measures. It also requires insight in the type 
and nature of contamination events to estimate the infection risk and the effect of measures in reducing health risk.  
An important uncertainty is lack of knowledge in the nature of contaminations; how long do events last and how 
many and which type of pathogens actually enter the system? As the results have shown, any calculation of 
detection and hence of infection risk is very sensitive to the severity of a contamination. For events where less 
pathogens enter the system, the total contaminated area is smaller, making the number of sensors and their locations 
more important. For events of longer duration it can be reasoned that the difference between sensors and samples is 
of less importance for the detection likelihood (not for the time to detection!).  
In this study we assumed perfect, instantaneously measuring sensors and samples. It will be interesting to include 
differences in time for analysis, necessary for the effect of response strategies by water companies.  
6. Conclusions 
Current regulatory sampling programmes with around 200 samples a year for an area the size of Leeuwarden 
only have a 5-10% detection likelihood for a short-lived contamination (2 hours) with pure sewage. Taking more 
samples means higher detection likelihoods. However, as more and more samples are taken the added value of each 
sample decreases. Even for sampling programmes with a 10 times increased sampling frequency compared to a 
typical regulatory programme the detection likelihood remains relatively low at 35%.  
Detection likelihoods for typical regulatory sampling programmes are predominantly low because of the 
importance of time: short-lived contaminations can travel a long distance through the DWDN, but are only 
detectable at any one location for a limited amount of time. As samples are taken at very specific times this reduces 
the detection likelihood. Sensors measure (semi-)continuously, eliminating the effect of time from the detection 
likelihood. As a result, a network of only 10 continuously measuring sensors performs far better than a sampling 
programme of 2500 locations per year. Sensor networks showed detection likelihoods of 50-65% depending on the 
optimization goals instead of 35% of the theoretical high frequency sampling programme of 2500 locations, let 
alone the 5-10% detection likelihood of a typical regulatory sampling programme.   
The detection likelihood is strongly sensitive to the amount of E. coli that enters the system during a 
contamination. For example, when the concentration of E. coli is reduced to 104 per liter, the detection likelihood of 
a typical regulatory sampling programme decreases from 5-10% to less than 1% and for a sensor network from 
around 50-65% to 20-40%. 
Requiring a confirmation from either a second independent sampling location or a repeat sample on the same 
location decreases the detection likelihoods from about 5-10% to around 1-2%. 
Given the fact that on average 0,2% of the samples contain a measurable amount of E. coli, there is a 
considerable likelihood that actual contamination events are missed by the current sampling programmes. Based on 
the calculated detection likelihoods in this study we can conclude that by using even a small sensor network, the 
number of potentially missed contamination events will be far less than for a sampling programme. 
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